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Please share your feedback in the app

Select “My Event” in the 

event app main menu
Select “My Surveys” Select the desired survey Complete the survey



Agenda

• Security & Auth fundamentals

• API key authentication

• User authentication

• App authentication

• Comparison

• Questions
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Security fundamentals



Security matters

• Digital security is paramount in the modern age

• Especially important for app developers

• Consider data privacy, user privacy in apps

• Apps that use ArcGIS need to be secure



Security in ArcGIS

• Sign-in required for all ArcGIS products (ArcGIS Pro, ArcGIS Online, Map Viewer, etc)

• ArcGIS portals are FedRAMP compliant, TRUSTe Certified Privacy Seal, many other 

certifications

• Organization admins: 

- Manage org security

- Manage data sharing

- Manage roles and privileges

• trust.arcgis.com

• More on portal security

https://trust.arcgis.com/en/
https://trust.arcgis.com/en/
https://developers.arcgis.com/documentation/security-and-authentication/reference/portal-security/
https://developers.arcgis.com/documentation/security-and-authentication/reference/portal-security/


Your app’s security requirements

Authentication methods depend on your use case. Consider:

• Sharing level

- Public

- Organization

- Private to owner

• Sensitivity of your data

• ArcGIS services and resources used



Authentication?

• Authentication: The process of verifying the identity of a user or application

• Secure ArcGIS resources require authentication to access



Token-based authentication

• Access token: Authorization string that provides access to ArcGIS content

• Associated with an account

• Required in API requests to secure resources



Secure ArcGIS resources

Resources that require an access token:

• ArcGIS Location Services

• Items and data services with a sharing level of Private, Group, or Organization

• ArcGIS Portal (management tasks)

• Subscriber content in ArcGIS Living Atlas

• … and more



Privileges

• Access tokens have privileges associated with them

• Determines the resources a token is authorized to access

• Assigned using developer credentials

- For user auth: Assigned using the signed-in user’s account



How do I get access tokens?

1. Sign up for an account

2. Choose a type of authentication

3. Create developer credentials

4. Implement authentication in your application

• Get started here

https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/


Supported ArcGIS accounts

Account type Requirements

ArcGIS Location Platform Free

ArcGIS Online Creator user type or higher

ArcGIS Enterprise Creator user type or higher



Types of authentication

App authentication

• Request access tokens on your 

server and send to client app

• Tokens linked to developer’s 

account

• Tokens created on-demand

User authentication

• Require app users to sign in with 

an ArcGIS account

• Tokens linked to the accounts of 

signed-in users

• Tokens created on-demand

API key authentication

 

• Embed long-lived API key access 

tokens in your app

• Token linked to the developer’s 

account

• Tokens embedded in application



Developer credentials

• Item in your ArcGIS portal

• Manage authentication settings

• Required for all types of authentication
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API key authentication



What is API key authentication?

• Long-lived access token (up to a year)

• Embedded directly into an application

• Easy to create and use

• Set privileges to access ArcGIS service

sample

https://geocode-api.arcgis.com/arcgis/rest/services/World/GeocodeServer/findAddressCandidates?f=pjson&singleLine=1600%20Pennsylvania%20Ave%20NW,%20DC&token=AAPK2b5c75c8435842079f5142778607fa21xna612EhKFBL28k5BVsond_nHttjh9351KHrWy2Os_bSVatCUfMKNj9WlKWLqk8P


API key authentication: Account prerequisites

Account type Requirement

ArcGIS Location Platform None

ArcGIS Online • Creator user type or higher

• Custom role with developer privileges

ArcGIS Enterprise (starting at 11.4) • Creator user type or higher

• Custom role with developer privileges



Workflow
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Demo: 

Create and use 

an API key



API key authentication: Best practices

• Create short-lived API keys

• Create separate keys for each app

• Monitor usage of all keys

• Rotate API keys frequently and programmatically

• Limit the privileges of keys in public apps - anyone can scrape your key!

• Do not access sensitive data in public apps

• Set referrer URLs

https://developers.arcgis.com/documentation/security-and-authentication/api-key-authentication/tutorials/rotate-api-keys/
https://developers.arcgis.com/documentation/security-and-authentication/api-key-authentication/tutorials/rotate-api-keys/


George Owen

User authentication



What is user authentication?

• Require users of your app to sign in with an 

ArcGIS account

• Generates a unique access token each time a user 

signs in

• Usage costs of session are billed to the signed-in 

account



User authentication: Account requirements

Account type Requirement

ArcGIS Location Platform n/a

ArcGIS Online Creator user type or higher

ArcGIS Enterprise Creator user type or higher



Advantages of user authentication

• Perfect for apps within an organization

• Strong integration with ArcGIS Maps SDKs

• Access services on behalf of the signed-in user: items, data, etc

• Advanced usage monitoring capabilities

• Full control of token lifespan, refresh tokens

• Full compliance with OAuth 2.0 security protocol



OAuth 2.0 authorization

• OAuth 2.0: Industry standard authorization protocol

• Framework for how apps should request access to resources

• ArcGIS supports these flows:

- Authorization code flow with PKCE **

- Authorization code flow

- Implicit flow (deprecated)

- Client credentials -> App authentication

• Documentation

https://datatracker.ietf.org/doc/html/rfc6749
https://datatracker.ietf.org/doc/html/rfc6749
https://developers.arcgis.com/documentation/security-and-authentication/user-authentication/flows/
https://developers.arcgis.com/documentation/security-and-authentication/user-authentication/flows/


How to implement user authentication

1. Create OAuth credentials

2. Add the client ID to your app

3. Authenticate with IdentityManager / AuthenticationManager from ArcGIS Maps SDKs

4. Make authenticated requests

User authentication in the JS Maps SDK
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User 

Authentication



Automatic User Auth with ArcGIS Maps SDKs

• Automatic prompt when loading secure resource in 

Maps SDK applications

• Type of user authentication that uses the 

generateToken endpoint to create a token

Automatic user authentication is only 

recommended in development and testing 

environments. Implement OAuth in production 

applications.



User authentication: Best practices

• The most secure authentication method if your use case allows it

• Use an ArcGIS Maps SDK or API to implement

• If implementing manually, use OAuth 2.0 authorization code grant with PKCE

• Keep expiration time of access tokens very short

• Cache refresh tokens to avoid repeated sign-ins
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App Authentication



What is App authentication?

• Temporary access tokens based on a set of OAuth credentials.

• Tokens valid for 2 weeks unless revoked

• Access tokens are associated with your account

• Request access tokens programmatically using an OAuth 2.0 flow

• Uses a Client ID and Client Secret

• Create OAuth credentials item to control privileges

• Only for use in console scripts or apps w/ a server-side component



App authentication: Account requirements

Account type Requirement

ArcGIS Location Platform n/a

ArcGIS Online • Creator user type or higher

• Custom role with developer privileges

ArcGIS Enterprise (starting at 11.4) • Creator user type or higher

• Custom role with developer privileges
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App 

Authentication

with Node.js



App authentication: Best practices

• Treat your client_secret like your password

• Limit the privileges of tokens in public apps

• Harden server-side component for your use case

• Use caution when accessing data in public apps

• Short-lived API keys + rotation is a viable alternative in some cases
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Auth Comparison



What type of auth should I use?

Ask yourself:

• Who is your target audience?

- If your users have ArcGIS accounts, pick User authentication

• What ArcGIS product do you have?

• Do you have sensitive data? Other security requirements?



Authentication Recommendations

Account Recommendation

ArcGIS Location Platform - Location services only: API key authentication

- Private items or data: App authentication

ArcGIS Online - User authentication

- For public apps: App authentication

ArcGIS Enterprise - User authentication

- For public apps: App authentication

https://location.arcgis.com/
https://www.esri.com/en-us/arcgis/products/arcgis-online/trial
https://www.esri.com/en-us/arcgis/products/arcgis-enterprise/pricing


Resources

• https://github.com/EsriDevEvents/security-

and-authentication-for-custom-applications-

2026

• Get started here

• trust.arcgis.com

• More on portal security

https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://developers.arcgis.com/documentation/security-and-authentication/get-started/
https://trust.arcgis.com/en/
https://trust.arcgis.com/en/
https://developers.arcgis.com/documentation/security-and-authentication/reference/portal-security/
https://developers.arcgis.com/documentation/security-and-authentication/reference/portal-security/


Please share your feedback in the app

Select “My Event” in the 

event app main menu
Select “My Surveys” Select the desired survey Complete the survey



x.com/EsriDevs

x.com/EsriDevEvents

youtube.com/@EsriDevs

links.esri.com/DevVideos

github.com/Esri

github.com/EsriDevEvents

links.esri.com/EsriDevCommunity

Connect with us on social
Join the conversation using #EsriDevTech2026

https://x.com/EsriDevs
https://x.com/esridevevents
https://www.youtube.com/@EsriDevs
https://www.youtube.com/@EsriDevs
https://www.youtube.com/@EsriDevs
https://mediaspace.esri.com/category/ArcGIS+Developers/244548402?rsource=https%3A%2F%2Flinks.esri.com%2FDevVideos
https://github.com/Esri
https://github.com/EsriDevEvents
https://github.com/EsriDevEvents
https://community.esri.com/t5/developers/ct-p/developers?rsource=https%3A%2F%2Flinks.esri.com%2FEsriDevCommunity


Questions
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